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Introduction to Wizcon 
Supervisor 
 
Wizcon Supervisor is an application generator. This means that all the control and monitoring 
facilities are already built into the system, and only the project definitions need to be provided by the 
application engineer. Minimal computer or programming skills are required. 
 
Wizcon Supervisor enables you to integrate your application with your Internet/Intranet network, 
promoting real-time Supervisory and Control using real-time graphics and event-driven information 
updates from any computing platform. It combines the benefits of SCADA, Java, HTML and Internet. 
 
Wizcon Supervisor applications can be accessed and used without requiring platform-specific 
software, client software installation, or plug-ins. The production floor can be safely monitored and 
controlled through a standard Web browser. You can also view both factory data and corporate 
information through a common interface, from any desktop or laptop. 
Wizcon Supervisor has the following components: 
 

 Wizcon 9.4 which takes advantage of the powerful, pre-emptive, multi-tasking capabilities 
of the Windows XP Pro/2000/2003 operating systems and a built-in event-driven 
mechanism to achieve utmost performance and data integrity. It also uses its interface 
mechanisms to implement clear and efficient visualization of its components. 

 Web Scheduler 3.2 the new generation Internet based Scheduler enables you to create daily or 
weekly task orientated schedules remotely. Accessed through an Internet browser or by clicking 
on an icon, the Scheduler is extremely secure, user friendly, efficient and economical. Being 
both task and time orientated the Scheduler can be used to create unlimited tasks, actions and 
states. Tasks can be modified, enabled/disabled and have many states such as On/Off attached 
to them. An unlimited number of actions, which are basic operations, can be attached to each 
task. Version 3.1 allows you to schedule tasks for all connected BACnet devices. 

 WizPLC 3.0 which consists of a Programmable Logic Controller (PLC) running on the PC. 
This PLC can be programmed with 3S CoDeSys, the leading hardware independent IEC 
61131-3 programming system under Windows, for creating controller applications. WizPLC 
is designed for easy integration with Wizcon applications: Wizcon tags can be exported to 
your IEC program and used as IEC global variables, WizPLC provides set of libraries for 
using the Wizcon toolkit in IEC 61131-3. It provides also the possibility to communicate over 
Profibus DP thanks to a Hislcher card. 

 WizReportXL 7.0, the fully integrated reporting tool which harnesses the power and 
flexibility of Microsoft Excel to create reports on real-time (via OPC) or historical data (via a 
native connection to Wizcon, or ODBC). This version is translated into French, German and 
Spanish and includes many ergonomic improvements. You will need a RUS upgrade to use 
WizReportXL 7.0. 

 WizCAD, convert your AutoCAD drawings into Wizcon images, with objects, zones, layers 
etc. – the perfect tool for creating building management applications. 

 WizAudit, allows you to build a database of your application. Using WizAudit, you have a 
complete picture of your application and can interrogate it in many ways: 

o Tag-oriented mode: In this mode, you can see all tags that are used in a particular 
module. For example, you can see a list of tags (and their properties) that are used 
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in a single or multiple images or zones in an image. The same is true for every 
module in the product. 

o Module-oriented mode: Conversely to the tag-oriented view, you can also select a 
tag and see in which modules it is used. 

Of course, all this information is useless if you cannot save the information. To help you do 
this, WizAudit provides a set of HTML reports that you can save or print. You are free to 
tailor these reports to your own needs, or indeed, to add new reports as you need them. 

 
See the individual user guides for more details on each of these tools. 
 
At the end of this document you will find an overview of what was new in Wizcon Supervisor 9.3 and 
older versions 9.2 and 9.1.6. 
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System Requirements 

  
Before you install the application verify that you have the following: 

 Computer: Pentium III 800 MHz (recommended 2 GHz and up). 
 Memory: 256MB (recommended 512MB). 
 Hard Disk: 500MB minimum free. This is required for both installing the program and for 

developing an application. 
 Monitor Adapter: 8MB (Recommended 32MB) 
 Monitor: Resolution 800X600 or higher 
 Display: VGA, SVGA, or any graphic adaptor that supports the operating system desktop. 

o The display should be set at 256 colours or higher and the screen resolution should 
be set at 800 x 600 or higher. 

 Mouse: Any PC compatible mouse. 
 Parallel or USB Port: Required for the system's security plug. 
 Operating System: Microsoft's Windows 2000 SP4, Windows XP Pro SP2 or Windows 

2003 Server SP1. 
 Correctly configured TCP/IP: IP address can be fixed or provided by a DHCP server 
 Web server: A Web server is required for publishing the application. MS IIS version 5.0 

and higher (Internet Information Server) are recommended. 
o Note: The Firewall Transparent option requires a Web Server that supports ISAPI 

extension (see also, Known Issues). 
o Note: Some proxies cannot be managed by Wizcon. 
o Note: WizScheduler module requires a Web Server that owns an ASP engine 

 Browser: Java and JavaScript have to be activated. Cookies should be allowed. 
o Note: For Wizcon Web pages, any browser with SUN JAVA plug-in 1.4.2 or higher 

is supported (recommended 1.5.0_06) 
o For WizScheduler, Microsoft Internet Explorer 6 SP1 (or Higher) is supported. 

 HTML Editor: Any HTML editor may be used. (Optional) 
 LDAP Connectivity: If you activate the option for importing users from Active 

Directory for Windows 2000 and Windows 2003 
 Biometry Option: Finger print readers in the compatible list 

 
  
Notes:  

 Wizcon 9.4 supports multi-processor architectures, dual-core processors, 64-bit 
architectures (see Known Issues) and chipsets using “hyper-threading” technology. 

 Wizcon 9.4 does not support Microsoft Vista. 
 For security reasons, Wizcon 9.3 was the last Wizcon version where the Web classes for 

Microsoft Java Virtual Machine will be installed. In addition, Microsoft will end support on 31 
December 2007. 

 Any upgrades to your application (version upgrade, addition of new options etc. must use 
the Application Upgrade tool that is provided with your installation (or as a separate 
installation on the CD or via the Wizcon support website (http://support.wizcon.com) 
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What’s new in Wizcon Supervisor 
9.4? 
Wizcon Supervisor 9.4 builds on the improvements made in recent versions with the addition of 
several new features. This section gives an overview of some of the new features that have been 
added to this version. Below, you will find a list of features that were added in Wizcon 9.3, 9.2 and 
9.1.6. 
 

Biometry-based authentication 

This feature enables the customer to replace or enhance the standard login/password 
authentication method by using biometric (fingerprint) information. This new functionality enhances 
overall security of your Wizcon installations.  

This function enables enrollment of users fingerprints, and user authentication (1-1 and 1-n) using 
body specificities.  

 1-1 or authentication process is an operation that consists in validating a user login with a 
fingerprint.  

 1-n or identification process is an operation that consists in identifying a user thanks to his 
fingerprint.  

How to use Wizcon Biometric Login 

 
To set up biometric login, you just have to select the biometric device you want to use on this 
station (from the user management properties page). All available scanners are listed in the combo 
box; select the device installed on your computer. Check with your commercial representative for 
more information on installing the scanners that you need.  

You also have the possibility to choose between to different login strategies:  

 1-to-many or Identification: if you choose this strategy, biometric information is used to 
confirm your identity and, if available, your account.  

 1-to-1 or Authentication: if you choose this strategy, the login flow remains as usual except 
that, to finalize your login with a specific account, you have to provide biometric information 
that matches with account you are trying to login with.  

For full details of how to enroll and identify a user, please refer to the appropriate chapter in the 
user guide. Note that separate license models are available: 

1. An enrollment license. A Wizcon station with this option enabled, will allow a Wizcon 
administrator to enroll users (record their information in the system) and to login to the 
system. 
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2. A verification license. In this case, the user cannot be enrolled (added to the system), but 
will be able to login to Wizcon. 

Please see your commercial contact do discuss your license requirements. 

Note that biometric login to a Wizcon station is not available via the web interface. 

Note that network fingerprint readers need an additional parameter which must be specified in 
wiztune.dat file. This parameter is called BIO_ADDRESS and represents the IP address of the 
network reader. 

Login to Wizcon using Smartcards 

Wizcon Supervisor 9.3 added the option to import users from Active Directory (AD) into Wizcon so 
that the IT infrastructure is in charge of user authentication for the imported users. Wizcon 
Supervisor 9.4 extends this ability to allow the users imported from AD to login using smartcards. 

Smartcard authentication, simply put, allows Wizcon users that have been imported from an Active 
Directory (that supports smart card login) to login into Wizcon using theier smartcards. The user will 
be logged out of Wizcon when the smart-card is removed.  

Smart card authentication is handled natively by Windows and Wizcon takes advantage of this 
support.  

Note that this functionality will also be available via the Web interface.  

In order to perform login at a Wizcon station, it must have the eToken RTE installed and network 
access to the Domain Controller.  

During login to a Wizcon station, the user will insert the smartcard when requested and must enter 
his pin code. User is then authenticated against the smartcard. The smartcard user certificate 
delivered during enrolment can be retrieved and authenticated against the DC.  

If you would like to put such a system in place, you can contact Wizcon Systems to help you with 
your project.  
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Audit Trail Enhancements 

 
To comply with FDA 21CFR Part 11 security standards, Wizcon Supervisor’s Audit Trail has been 
enhanced, and the number of traceable actions has been quadrupled: 
 
User actions:  

 Changing tag value.  
 Running a macro.  
 Going to a zone.  
 Login into Wizcon.  
 Logout of Wizcon.  
 Locking a tag.  
 Unlocking atag.  
 Changing lock tag value.  
 Synchronizing time between Wizcon 

stations.  

Group management actions:  

 Create a group.  
 Delete a group.  
 Changing group description.  
 Changing minimum password length.  
 Changing shift group status.  
 Changing Alert group status.  
 Adding a user to a group.  
 Removing a user from a group.  
 Changing group admin.  

 

User management actions: 

 Creating a user. 
 Deleting a user. 
 Changing a user password. 
 Changing a user description. 
 Changing a user full name. 
 Changing a user layout. 
 Changing a user password rights. 
 Changing a user web rights. 
 Changing user rights to modify its 

personal information. 
 Changing user password expiration. 
 Changing user must enter password. 
 Changing user address. 
 Changing user comment. 
 Changing user pin. 
 Changing backup user. 
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Station Access Restriction 

 
It is now possible to grant or revoke access to a station for a specific user or group. 
 
This function is accessible via the user property dialog and the group property dialog. By 
default, each new station is accessible to every user. Be sure to keep your access rights up to 
date.  
 
Note that in case of conflict between group and user access right, the most restrictive solution will 
be effective. 
 

Wizcon Data Protection 

 
Wizcon Supervisor 9.4 protects Wizcon’s core databases from external modification. Secured 
databases are User Management and Tag and Alarm definitions. 
 
Those options are enabled by default and you can access its configuration from the station property 
sheet. 
 
When data protection is active, a hash-code is created from the user management and tag/alarm 
databases. At start-up the application verifies the data integrity using those hashes. If the data has 
been modified outside of Wizcon, a system alarm is generated. 
 
Note that opening an application developed with a former version of Wizcon Supervisor might 
trigger a data modified alarm. Data structures are updated during startup, thus you might 
experience this behavior only once. 
 
 

Known Issues 
 

 In some cases the communication between the Wizcon Supervisor Web server and a web 
client does not work in the firewall transparency mode. This is because the proxy has a 
small buffer (approx. 4Kb) that delays the information between the server and the client. If 
there is not enough network traffic during 5 seconds, the proxy will not send the data to the 
client and the client will respond that the communication with the server is broken. 
However, this is not the general case, and in most situations you will not experience any 
problems. Handling of this case will be included in a patch for Wizcon 9.4. 

 On some 64-bit systems you may receive an error when trying to launch Wizcon 
Supervisor. In this case, you need to run the command, “cscript 
%SYSTEMDRIVE%\inetpub\adminscripts\adsutil.vbs SET 
W3SVC/AppPools/Enable32bitAppOnWin64 1”. See the following link for the explanation, 
http://support.microsoft.com/?id=894435 

http://barium/intranet/AppPools/Enable32bitAppOnWin64
http://support.microsoft.com/?id=894435
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 WizAAM does not support 64-bit architecture if you are using the voice option (problem with 
Jericho.exe). This will be fixed with a new version of Jericho.exe which will be made 
available on the support website once it is available. 
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Previous Versions of Wizcon 
Supervisor 
 
The following sections describe what was new in recent previous versions of Wizcon. 
 

What was new in Wizcon Supervisor 9.3? 

Wizcon Supervisor 9.3 builds on the improvements made in recent versions with the addition of 
several new features. This section gives an overview of some of the new features that have been 
added to this version. Below, you will find a list of features that were added in Wizcon 9.2 and 9.1.6. 
 
 

Connection to Corporate IT Systems – Active Directory and LDAP 

 
Wizcon Supervisor uses a proprietary system of user management via a local Microsoft Access 
database, or a centralised Microsoft SQL Server database (see the relevant chapter of the User 
Guide). It is the responsibility of the Wizcon application administrator to build the user and group 
structures and to define their passwords, password rules and expiration dates. This is still the 
default option. However, it is now possible to link the management of users to a corporate IT 
infrastructure; this means that users and groups can be imported from an Active Directory/LDAP 
user management system that resides on a separate domain. A synchronisation tool (shown below), 
will allow the Wizcon administrator to import some or all of the users and groups from the Active 
Directory and build Wizcon users and groups. Now, when one of these users tries to login to 
Wizcon it is the Active Directory will be interrogated to check the validity of the password. This 
provides a dual advantage; application setup is quicker and user management is more secure. 
Users and groups that have been imported from Active Directory will be clearly identified within 
Wizcon with a modified icon.  
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Define which Active Directory Users will be imported into Wizcon 
 
Notes: 

 There is no caching of the password – if your password is on the corporate network and 
the network is disconnected, then you will not be able to login to Wizcon. 

 This feature is related only to user/group structure and password management – it is still 
the responsibility of the Wizcon application developer to define access to tags, alarms, 
menus, windows, etc… 

 This option is not enabled by default. Please see your local sales representative for pricing 
details. 

 All web traffic that requires a login to Wizcon Supervisor uses strong encryption technology 
in order to eliminate the risk of “sniffers” gaining access to your corporate passwords. 

 In Wizcon 9.3, the passwords of the LDAP users must adhere to the rules imposed by 
Wizcon for acceptable characters - some characters that are legal in LDAP are illegal in 
Wizcon. In addition, LDAP allows longer passwords than the 21 character limitation in 
Wizcon. 
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Enhancements to Tag Templates 

Wizcon Supervisor 9.1 introduced the concept of “tag templates”. They allow you to define dynamic 
tags by the creation of tag contexts. A context is a string that you can embed in the name of a tag in 
order to change its name at runtime (see the user guide for full details). The first versions allowed 
you to change the names of tags in images and charts. Wizcon Supervisor 9.3 completes the story: 

Tag contexts in History Viewer filters 
 
Simply replace the name of the tags used in the filters in order to change the history viewer contexts 
dynamically (whether you are writing the results to the screen, a printer or directly into a text file).  

Tag contexts in Event Summaries 
 
The conventional way to change the contents of the event summary is by changing the alarm filter 
that controls its content. The tag context concept has been extended to alarm filter names. In effect, 
you can place the special markers within the name of the alarm filter that is used in the event 
summary. By careful selection of the name, the context can be changed so that the actual alarm 
filter used in the event summary can be changed at runtime.   

Using Alarm Filters in alarm objects in images 
 
In previous versions, the tag template did not support alarm objects in images, as the animation of 
the alarm object was based solely on alarm families. In order to integrate alarm objects into the tag 
template concept, alarm filters can now be used to define the behaviour of the alarm objects by, 
once again, placing the special symbols (“hash markers”, #) in the name of the filter that is used. 
This makes the animation much more flexible (remember that families are also part of a filter). 
Alarm objects can still be based on alarm families alone as before, so no functionality is lost. 

New and improved fast actions and macros 
 
In order to support this new functionality, all existing macros and fast actions have been updated to 
support tag templates (you can now specify the tag template to use when, for example, loading a 
layout).  New fast actions, LoadLayout, LoadHistory and CloseHistory have been added. 
 

Extension to the “Action on Alarm” feature 
 
When defining an alarm, you can define actions on alarms. This means that when you define a 
“GoTo Zone” action for an alarm in the event summary, you can load an image into its default 
window and into a given zone. However, with Wizcon 9.3, this is much more flexible. Now you can 
define into which window you would like to load the given image and the context that will be 
applied to the image (including the standard context options defined below). 
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Options for transferring contexts between windows 
 
As well as allowing you to specify contexts for all types of window, you can also use the following 
pre-defined options: 
 

1. Transfer Context: This means that when you load a new window, you can send the 
context of the current window through to the new window. For example, you have a button 
in an image which has a fast action attached to it that loads an event summary. The current 
image has a context of, say, CONTEXT_1. Using this option, the event summary will be 
opened with the same context. This means that the dynamic part of the alarm filter name 
used in the event summary will be filled with the context, CONTEXT_1. Note: The transfer 
context option is not available for macros - in many situations the macro is not called 
from a window.   

2. Clear Context: This means that the window that is loaded will have its current context 
removed, so that it reverts to its default tag set (in the case of images, charts and history 
viewers), or default alarm filter name for event summaries. 

3. No Change to context: The window that is called will keep its current context – this is the 
opposite of transfer context. 

 
Note: Macros and Fast actions upgraded from versions where the tag context was not supported 
will have the context field set by default to “No Change to Context”. 
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ActiveX Support 

 
Wizcon 9.3 includes native support for ActiveX controls. A new drawing option is available that 
allows you to drop ActiveX objects into your images. When you want to drop an ActiveX into an 
image, you will need to choose the control from a list that will be presented to you. In order to do 
this, you must define the list of available controls. To do this, edit the file, ActiveX.ini which you will 
find in the install folder. Simply add the CLSID of the control to this list.  
This is an initial version of this functionality; full support for linking tags and alarms to ActiveX 
events and parameterisation of the controls via the image will be included in the next version of 
Wizcon (with the notable exception of video controls – see below). 
 
Note that by default, we provide Internet Explorer controls (that may be linked to a string tag in 
order to change the page), and Windows Media Player. 
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Using a string tag to select the URL to display in the Internet Explorer ActiveX control 

 

Accessing ActiveX Objects 
 
To access this property sheet, simply select the ActiveX object (click on rightmost border or drag a 
selection box around it). Then, click on the “Ax” button in the “drawings” toolbar. The property sheet 
is displayed 
 
A second method consists of right clicking on the rightmost border, and then choosing the ActiveX 
definition menu. 
 
As this rightmost border is really not an intuitive way to access properties, it is possible to 
temporarily hide ActiveX controls. This is done by toggling the “Show/hide ActiveX” button in the 
main toolbar. Once hidden, it is possible to select, move and access properties by acting on the 
whole ActiveX object. 
 
Notes:  

 A toolbar button allows you to show or hide the ActiveX controls. If you show the controls, a 
right-click will access the parameters of the control (e.g. in Windows Media Player, it will 
allow you to control playback). If the controls are hidden, the right-click will allow you to 
access the ActiveX properties box (i.e. the window that allows you to add ActiveX controls). 

 A bug in the Internet Explorer ActiveX control means that, if you want to select the dialog 
box that allows you to modify the URL that is displayed, you must click on one of the pixels 
at the edge of the box. This launches the dialog box shown below. 
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Native Integration of Video Images into Wizcon Images 
 
Due to a strategic partnership with Genetec, manufacturers of a powerful system of video 
surveillance, you will be able to include video footage in your Wizcon images. In addition to drag 
and drop functionality to add separate video streams to the image, you will be able to control which 
camera to interrogate, archival, play, pause, stop etc. of the video stream via Wizcon tags. 
Note that you can add as many video streams as you like into a Wizcon image. 
 
Omnicast controls are tightly integrated into Wizcon – you can use tags to control all aspects of your 
video-enabled application. 
 
The 2 controls (live viewer and entity tree as shown in the list of available ActiveX controls) allow 
Wizcon to interact with the Genetec Omnicast video surveillance system, thus enabling Wizcon to 
display videos inside Images. 
 
Note: There are 3 conditions to access Omnicast features: 

- The Omnicast SDK must be installed on your machine 
- You must have purchased the Video option with your Wizcon  license 
- Your Omnicast server must allow SDK connection (contact your local sales representative 

for more details) 
 

Image Omnicast Auto Login 
 
Every time you open a Wizcon image displaying Omnicast controls, this image tries to connect to 
the Omnicast server. This consumes one SDK license from Omnicast server when it succeeds. The 
login process is transparent and uses information from the video configuration dialog, accessible 
from the Wizcon Supervisor main interface. 

Video Configuration 
 
This video configuration interface is available if you have installed the Genetec Omnicast SDK, 
through a new icon displayed in the main interface of the supervisor. This allows you to define a 
user rights mapping, linking the Wizcon user management with Omnicast user management.  
 
Note: rights are to be defined “per user”. You cannot define a mapping for an entire group. It is also 
not possible to define a mapping for users that are not inside a Wizcon group. 
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You can also do a manual login inside Omnicast from this dialog, to access events and alarms. This 
consumes a new SDK license, which is not linked to the licenses needed to view videos in Wizcon 
images. This means that if you want to use all Omnicast features, you will need “N+1” licenses, with 
N the number of images currently displaying Omnicast ActiveX controls. Note that future versions 
will provide a direct connection between Wizcon and Omnicast alarms and events. 
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The Omnicast Entity tree 
 
The entity tree allows you to browse through the Omnicast system devices. As it is an Omnicast 
control, it adheres to the same rules applied the Omnicast software. This means that you may use 
drag-and-drop to select a camera and add it to the video stream in your image. 
 

 
 
 

Through its property interface, you can associate Wizcon tags with your current selection. The 
purpose of such a feature is to allow you to monitor this control. 
 
For instance, if you associate a tag to an Omnicast Live viewer, you will be able to display 
automatically the selected video inside the live viewer. 

Omnicast live viewer 
 
The Omnicast live viewer control is a little more complex. Even if it simply displays video streams, 
you may use different tags inside to provide complete control over what is displayed. 
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You may define a default video stream that will be saved inside the ActiveX object data, to be 
displayed automatically when the ActiveX control is created. Click on “Save stream” to save current 
video stream information. 
 
You may associate a string tag used by an entity tree, to automatically display a selected camera 
through “[input] Set video stream according to this tag” 
 
You may associate a tag to monitor the current frame rate of the displayed video stream through 
“[output] Frame Rate”. 
 
And finally you may associate a tag that will pilot available functions through “[input] Commands 
tag”. Following commands are activated, to access basic features: 
 

0 No action 
1 Start video  
2 Stop video 
3 Start recording current stream 
4 Stop recording 
5 Add Bookmark 
7 N/A 
8 N/A 
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9 N/A 
10 Show PTZ command 

 
 
The result of these configuration possibilities is a Wizcon image which (according to your needs) 
could resemble the one shown below: 
 

 
 
Notes:   

 “5 – Add bookmark” opens up a user interface where the current user must add a comment. 
A bookmark will be added with a time stamp, when the OK button is pressed. 

 “10 – Show PTZ” displays a Pan Tilt Zoom dialog, which is not used for the moment. This 
will be activated in a later version. 

 “[Output] Status” tag is not an available option at this time. It will be activated in a future 
version 

 
 
Please contact your local sales representative in order to discuss licensing of this feature. 
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Offline Generation of BACnet tags 

 
Wizcon includes tight integration with BACnet devices. Previous versions allowed you to import 
BACnet objects into Wizcon in order to create tags via the Tag Generator. Of course, this feature is 
still available, but the restriction is that you must be connected to the actual devices in order to read 
the information needed to build your application. Wizcon 9.3 adds the ability to read the information 
from a file and build your application offline. The BACnet device information is stored in a separate 
file, an EDE file (essentially a CSV file with a specific, standard format). A new wizard-based utility, 
the BACnet object generator, allows you to read this file and create both tags and alarm filters in 
your application.  
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Web-Based Advanced Alarm Management and Shift Management 

 
Wizcon already includes timetables that allow you to configure who receives advanced alarm 
information (WizAAM) and shift management (who can login to the system and when). These two 
timetables have been amalgamated into a single window, with a web-based interface. This means 
that as well as being able to configure from within the application studio, you are able to configure 
the application across the internet. The look-and-feel is exactly the same whether you are you are 
using a web browser or a window in the application studio. 
 

 
 
Notes:  

 If you are configuring or viewing the timetables across the web, you must have the requisite 
number of web clients in your plug. 

 Only one person can modify the timetable at a given time – other users can view the 
timetable in read-only mode. 
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Revamped Multi-Tag Window 

 
In order to harmonise this window with the rest of the product and to make its functionality more 
intuitive, the multi-tag window has been replaced. Note its similarity to the tag lock window that is 
used as a fast action in the image. 
 

 

 

Localisation of Alarm Inhibition 

  
When inhibiting an alarm level from the event summary, a web page appears. This web page was 
shown in English whichever language version of Wizcon was installed. This page is now shown in 
the same language as Wizcon.  
 
Note:  The next version of Wizcon will allow you to inhibit alarms on an individual basis. 
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New toolkit functions 

 
Several new functions have been added to the toolkits that improve flexibility and security for the 
add-on developer. Some functions have also been deprecated. Each of these functions is available 
for both the C and Visual Basic toolkits and should be the functions of preference for each of the 
described actions. See the header files supplied with the toolkits for full details of the signatures etc. 
 
New General Purpose Functions 
 

 WizGetWizProStartTime( void) This function returns the time at which the 
current wizpro session began 

New Tag Management Functions 

 WizGateWriteHistory(…) 
This function writes the value into the history for 
specified tag. Note: Value of the tag is not 
changed 

 WizStartAlarmEx(…) This function starts an alarm 

New UserManagement Functions 
 WizUMGetWebUsers(…) Gets a list of users who have Web access 

 WizUMGetUsers(…) This function retrieves the list of user names 
from the user management database 

 WizUMGetGroupMembers(…) This function retrieves a list of users from a 
specific group. 

 WizUMGetGroups(…) This function retrieves a list of group names 
from the user management database 

 WizUMCreateAccessID(…) 

This function creates an access identifier for 
specific users and groups. Note: This function 
is very useful when creating an alarm or tag 
(see above functions) as it allows you to pass 
the identifier which tells Wizcon which of the set 
of users has access to the tag (previous, when 
using the toolkit, all users had access). 

New Tag Filter Management Functions 

 WizAddTagFilterDef(…) 
This function adds the tag filter into the 

tag filter database. Once the filter is added it 
can be used by other components. 

 WizDeleteTagFilterDef(…) This function deletes the tag filter from the tag 
filter database. 

 WizChangeTagFilterDef(…) This function changes the tag filter in the tag 
filter database. 

 WizGetTagFilterDef(…) This function retrieves the tag filter from the tag 
filter database 

 WizGetTagFilterNames(…) This function retrieves tag filter names from the 
tag filter database 

New Alarm Filter Functions 

 WizAddAlarmFilterDef(…) 
This function adds the alarm filter into the tag 
filter database. Once the filter is added it can be 
used by other components. 
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 WizDeleteAlarmFilterDef(…) This function deletes the alarm filter from the 
alarm filter database. 

 WizChangeAlarmFilterDef(…) This function changes the alarm filter in the 
alarm filter database. 

 WizGetGetFilterDef(…) This function retrieves the alarm filter from the 
alarm filter database 

 WizGetAlarmFilterNames(…) This function retrieves alarm filter names from 
the alarm filter database 

New Tag Context Functions 
 WizChangeContextDef(…) This function changes a tag context definition 
 WizAddContextDef(…) This function adds a new tag context definition 
 WizDeleteContextDef(…) This function deletes a tag context definition 

 WizGetContextDef(…) This function retrieves context definition from 
the context database. 

 WizGetContextNames(…) This function retrieves context definitions from 
the tag context database. 

Deprecated Functions 

 WizChangeAlarmFilter 

This function continues to work, but is 
unsupported and should be replaced by 
WizChangeAlarmFilterDef in new 
developments. 

New Javascript Functions 

 changeLayoutContext( context) 

This function changes the context in applets 
located in the same HTML document and in 
applets located in the frames of the same HTML 
document 
 

 changeContext(appletName, context) 

This function changes the context in the applet 
with name appletName located in the same 
HTML document 
 

 

loadPicture(WindowName, imageName, 
context) 
  
 

This function loads an image into an applet with 
name WindowName or into an applet located in 
a frame of name WindowName and set the 
context with the given “context” parameter. 
It returns false if applet or frame was not found; 
otherwise it returns true. 

 
Note: Layouts are now implicitly supported on the web. In fact, they are an HTML page into which 
you place several applets either with or without frames. On the Web, the equivalent of the fast 
action loadLayout can be achieved by using the fast action loadHTMLPage. Changing the context 
of the layout is achieved using the Javascript function changeLayoutContext, described above. 
 
You can find full details of these new toolkit functions in the help file that is provided with your 
installation. A shortcut is provided to this file via the “Start” menu in Windows. 
 

What was new in Wizcon Supervisor 9.2? 
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Firewall Transparency 
 
In previous versions of Wizcon Supervisor, it was necessary to open a port (by default 3028) on the 
corporate firewall in order to run Wizcon Web Clients. This restriction has been removed. Now, all 
Internet traffic can be configured to pass through port 80 using the HTTP protocol (or HTTPS for 
enhanced security).To activate this feature, select the appropriate option on the “Network 
Properties” dialog box, as shown below. 
 
 
 

 
 

Notes on Using HTTP Connections on Windows XP 
 
Please note that IIS on Windows XP limits the number of concurrent connections. As a result, in 
HTTP connection mode, you can have a maximum of 10 simultaneous connections. Each applet 
uses 3 connections; therefore the maximum is 3 concurrent connections. It is therefore 
recommended to use Windows 2000 Server or Windows 2003 Server (which do not have these 
limitations) when using the web clients in HTTP connection mode. 
 
In order to extend the number of concurrent connections from 10 to 40 in IIS 5 and 5.1, download 
and install the tool MetaEdit 2.2 from the following link: 
  
http://support.microsoft.com/default.aspx?scid=kb;en-us;301386&sd=tech 
  
Launch the MetaBase Editor tool, Expand the LM node and select W3SVC. Double click on 
MaxConnections (see screen shot below) and set it to -1. 

http://support.microsoft.com/default.aspx?scid=kb;en-us;301386&sd=tech
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Select node 1 under W3SVC, double click on MaxConnections, the following dialog box is 
displayed. Set the data value to 40 and click the OK button. 
  

 
 

.  
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Tag Template Enhancements 
 
When defining a fast action or a macro, in Wizcon Supervisor 9.1.6, the tag context that was to be 
used was “hard-coded” at development time. Wizcon Supervisor 9.2 allows you to define the 
context so that it is dynamically configured either to: 
 

1. Send the current tag context to the window that is to be opened; 
2. Keep the pre-defined context for the window that is to be opened; 
3. Clear the tag context and open the window with no context defined. 

 
This increases the usability of the tag templates, particularly in building management-type 
applications. 

BACnet Enhancements 
 
The BACnet driver, VPIWNBCN.DLL, now conforms to B-OWS standards, supporting all types of 
BACnet objects. 
 
This further enhances Wizcon Supervisor’s market position as one of the leading BACnet suppliers. 
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Connectivity to Elutions hardware 
 
A tight integration with the Elutions products means that you can use Elutions wireless modems to 
build a wireless Wizcon network or simply use them as data providers. Through OPC, you can 
connect to the AEM and ALERT products. In the near future this will be enhanced to use Web 
Services to access data from remote Wizcon Supervisor stations. 

Optional Modules 
 
From Wizcon Supervisor 9.2 onwards, some previously standard modules have been made into 
options that are not delivered as standard with the product. They are the following 

 OPC Servers; OPC DA and OPC HDA. 
 WizScheduler. 
 Web Browser Clients.  

 
In order to try any of these modules in demonstration mode, please remove the plug. You will then 
be able to use them for 2 hours, after which all connections will be lost. 
 
Please see the pricelist and your local Wizcon sales representative for details of purchasing these 
modules. 
 
Note: This only applies to new plugs. All plugs that are upgraded from previous versions of Wizcon 
Supervisor (Wizcon 9.1.6 and before) will still have all options enabled. 

Notes 
 

1. If you are packing an application, you must use a development plug that corresponds to the 
version that you are using, i.e., if you are running a 9.2 application with a runtime plug and 
you want to modify it and repack it, the development plug must be a 9.2 development plug, 
otherwise the packing will not work. 

2. The WizReportXL report related to WizScheduler (see below), has now been incorporated 
directly into WizReportXL in order to simplify usage. 

3. If you decide to continue using WizReport XL 6.05 with Wizcon Supervisor 9.2 after the 
arrival and installation of WizReportXL 7.0 and you experience problems, it may be related 
to an incompatibility between versions of the HASP driver. In this case, all you need to do is 
reinstall WizReportXL 6.05. 

4. Wizcon Systems recommends that, if your application requires many thousands of tags to 
be updated quickly on a client browser, or if you want to connect many clients, that, for 
performance reasons, you continue to use the default method of communication between 
Wizcon and the browser clients (TCP/IP). 

5. For tag startup values, the “Retain” option has now been added. This leads to better 
performance because you do not need to search through the history files to find the last 
value. Wizcon Systems recommends you use the Retain option rather than the 'Load from 
history' option for start-up values. We realize that you may have already developed 
applications that use the original value. You can therefore download a tool for updating the 
option from our customer support website.  
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What was new in Wizcon Supervisor 9.1.6? 

 

Security Enhancements 
 
More and more SCADA projects require adherence to the FDA21 CFR11.200.1 standards. Wizcon 
Supervisor 9.1 helped the user to meet these requirements with the addition of several new 
features. 9.1.6 builds on these enhancements, with many more features, as described in the 
following sections. 

Web Scheduler Enhancements 
 
Several new features have been added to the Web Scheduler in order to tighten security.  

Web Scheduler Profiles 
 
A new menu “User Management” has been added in the Web Scheduler Outlook bar; this menu is 
visible only for administrators. This gives new possibilities for securing the Web Scheduler: 
 

1. To define different access rights for different users. A user can be defined as having some 
or all of the following possibilities:  

a. Save: save the modification for the current session. Warning! When the browser is 
closed the modifications are lost. 

b. Inform database: Current settings are saved and copied to the database. The 
registered modifications will be for all new user sessions. 

c. Update users and groups: Update the database so that it is synchronized with 
application’s user management database. The first time that this window is 
opened, this process will be automatically launched. 

2. To assign “profiles” to different Wizcon users. A profile is a grouping of permitted actions. 
Selecting this item will display a dialog in the main frame that will enable you to assign a 
profile to an authorized user and/or an authorized group. The available profiles are:  

a. Administrator: All rights 
b. Supervisor: All rights except User Management 
c. Operator: Can not delete or add objects but can modify them 
d. Guest: Read only 

 
 

By default all authorized users and groups will have the Administrator profile.  
Note that in previous versions of Wizcon, you could define a user to “Allow Web Access” in which 
case, it meant both the ability to connect to Wizcon via the web interface, or to use the 
WizScheduler. From this version onwards, this option refers to web access only.  

Tag and Macro Access from WizScheduler 
 
You can only modify tags and macros for which you have authorisation. 
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Tag Lock Authorisation 
 
The fast action that allows you to lock or unlock tag values that are shown in the image or are 
defined by tag filters has been slightly modified. Now, you will only be able to modify the lock value 
for tags to which you have access. 
 

Automatic Logoff from the Application Studio 
 
Already integrated into the application for Web users, you now have the ability to logoff a user from 
the application following a period of inactivity. Inactivity is defined as no mouse movement, mouse 
clicks and no key presses over a defined period. After the defined period has expired and the 
inactivity conditions have been met, the logout user will be logged into the system (of course, if no 
logout user is defined, no user will be logged in). Set this option using the dialog box on the station 
properties, as shown below. 
 

 

 

Figure 1: Defining automatic logout of the studio after a period of inactivity, in this case, 
after 30 minutes  
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Secure HTML Templates 
 
A new option allows to configure secure HTML pages that will give you a snapshot of the activity on 
your application over a given time period. To allow this, 2 new applets have been added to Wizcon: 

 Audit Trail Profiles 
 Tag History Profiles 

 
You can build reports that include these new applets and of course, the existing applets. Each page 
can be customised so that you can tailor the look of the pages according to the application or the 
customer. 
 
 

 
 

Figure 2: Configuring an audit trail profile 
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Figure 3: Creation of a HTML Template 

 
 
 
This is a major new feature and you are recommended to read the appropriate chapter in the 
user guide for more details. 
 
Note also that this is an optional feature and you should contact your sales representative for 
details. 
 

DHCP Support 
 
You can now choose to use DHCP (Dynamic Host Communication Protocol) to connect to either 
other stations on the network or your backup station.  
 
Connecting to the backup station using Name Resolution (DHCP) 
 
Up until Wizcon 9.1.6, you needed to provide the IP addresses of Wizcon stations for network 
configuration. This could cause problems if machines were configured with dynamic IP addresses 
using DHCP.  
You can now choose to use the names of the machines to connect to either other stations on the 
network or your backup station. In this case machines can be configured to obtain IP address 
automatically. 
 
Connecting to the backup station using Name Resolution  
 
You can now connect by simply typing the name of the workstation using name resolution instead 
of the IP address, as shown below: 
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Figure 4: Using name resolution to connect to the backup station, BACKUP_STN 

 
Connecting to other stations on the network using name resolution 
 
A common way to limit the set of stations on the network is to define a file, othernet.dat (see the 
user guide). When you do this, you must give the IP address of the machines that are to be 
connected to the network. You will now have the option to give only the name of the other 
workstation and the configuration will be resolved automatically for you. This will greatly simplify the 
process of configuring your Wizcon network. 
 
 

Start-up Values for tags that are not recorded to history 
 
Wizcon Supervisor 9.1 allowed you to define start-up values for tags. These values could either be 
hard-coded or, if the tag was recorded to history, use the last recorded value. The missing feature 
was the ability to use the last value of tags that were not recorded to history. Wizcon Supervisor 
9.1.6 adds this feature to give full control over start-up values. Note that a new tab, “Start-up 
Values”, has been added to the dialog box that allows you to define tags (Wizcon Supervisor 9.1 
placed these options on the “Record” tab). 
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New Macros 
 
 
Two new macros have been added: 
 

1. PrinterTagetOnOff: This macro allows you to load or unload a report printer. This is useful 
when, for example, at a given time, you want to send reports to a different printer because 
another becomes inaccessible (the office is closed for example). 

2. PublishHTMLFile: This macro allows you to configure the time at which a secure HTML 
report is generated. 
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External Tool Support 

WizAudit Support 
 
Wizcon Supervisor 9.1.6 is the first version that is compatible with the new product, WizAudit. See 
the introduction for a quick overview and a separate document for full details of this tool. 
 
WizAudit is sold separately. Please see your sales representative for more details. 
 

New WizReportXL Reports for Web Scheduler 
 
In the value pack you will find two reports that you can use to extract meaningful information from 
the Web Scheduler database using WizReportXL. One of these reports is interactive.  
The interactive report allows you to define filters on the day of the week and start and end times. 
For this time period, you can display in Excel, for example, how many actions are configured for a 
given day between the given times, or, for example, how many actions are configured at 9p.m. or 
10p.m. One of the goals of this type of report is to allow you to determine times when many actions 
are configured or inversely, when nothing is configured. This will help you to plan the timing of 
actions, for example, to reduce load on PLCs at given times. 
 
A readme file explains what you need to do in order to generate these reports.  
 
Note that WizReportXL is a separate option. Please see your sales representative for more details. 
 
 

WAGO Ethernet Importer 
  
The WAGO Ethernet Importer for Wizcon is a tool that enables application developers to easily and 
rapidly import variables defined in a WAGO Ethernet Controller directly into Wizcon.  The add-on 
calculates the Modbus addresses - a cumbersome procedure that previously had to be done 
manually by the programmer.  Just one click of a mouse is needed to import variables from WAGO-
IOs as tags in Wizcon.  If necessary, the integrated rule editor can be used to modify the variable 
names to suit the visualization requirements. 
  
Main benefits: 

         Speed-up development 
         Avoid human error associated with manual entry 
         Make development easier 
         Reduce development cost 
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